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CUSTOMER FREQUENTLY ASKED QUESTIONS

The navigation shown in this document is based on Adobe Acrobat Reader; other versions of Acrobat show data
in a different menu.

What is the purpose of eSignature?

eSignature, Intertek’s digital signature platform, is used to ensure the long-term integrity of an Intertek
document or report. The eSignature solution prevents forged or modified PDF reports by verifying the
authenticity of the document and logging any changes after it was signed. Digital signatures allow customers to
validate the signature, confirm the time and date stamp, and view the log of modifications made after the
document was digitally signed.

An example of the validation message on a signed document could say “Signed and all signatures are valid” or
“Certified by NAME (email@intertek.com), Intertek Group plc, certificate issued by Intertek Document
Signing Authority” or “Certified by Intertek Group plc, (group), certificate issued by QuoVadis Belgium Issuing
CA G2”:

‘ é’& Signed and all signatures are valid.

-OR-
‘ ‘% Certified by , Intertek Group plc, certificate issued by Intertek Document Signing Authority.
-0OR-
Q Certified by Intertek Group PLC, certificate issued by QuoVadis Belgium Issuing CA G2.

Why could documents signed before September 2016 have a yellow exclamation?

Prior to September 2016 Intertek utilized Comodo as a top-level certificate authority. The result of this was
that documents signed using this set of certificates do not automatically verify when using Adobe Acrobat. To
validate documents that were signed prior to September 2016, please use the Verifying documents signed

before September 2016 section of this document.

VERIFYING INTERTEK-SIGNED DOCUMENTS

Before validating Intertek’s eSignature, first ensure that:

You are using an Adobe-supported and updated version of Adobe Acrobat Reader.

You have an Internet connection.

If you are validating a report signed prior to September 2016, you will need to use the Verifying
Documents Signed Prior to September 2016 process.

When opening a signed PDF report for the first time, Acrobat Reader should display the message “Signed and
all signatures are valid” or a variation of “Certified by Intertek Group plc” on the top of the document if the
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certificate is valid. If the document does not say this, please refer to the section on What steps should be taken

if eSignature validation fails.

‘ é& Signed and all signatures are valid.

-OR-
‘ ‘? Certified by - - o - , Intertek Group plc, certificate issued by Intertek Document Signing Authority.
-OR-
Q Certified by Intertek Group PLC, certificate issued by QuoVadis Belgium Issuing CA G2.

Note: If your document was signed before September 2016, it may show a yellow exclamation mark with the
text “At least one signature has problems.” |If you see this message, please use the steps for Verifying
Documents Signed Prior to September 2016.

!‘ At least one signature has problems. a Signature Panel

Verifying documents signed after September 2016

To verify the digital signature placed by Intertek’s eSignature platform:

1. Open the signed document and look for the message that the document is “Signed and all
signatures are valid” or a variation of “Certified by Intertek Group plc”

é& Signed and all signatures are valid.

-OR-
‘ ‘? Certified by - - o - , Intertek Group plc, certificate issued by Intertek Document Signing Authority.
-OR -
Q Certified by Intertek Group PLC, certificate issued by QuoVadis Belgium Issuing CA G2.
2. Open the signature panel by clicking on the “Signature Panel” button

3. Expand the signature item by double-clicking on it and verify all the appropriate information that is
outlined in green below. Verify the certificate details match the details from the Valid Intertek
Signing Certificates section.

This should include the following verifications:

Signature is valid.
Document has not been modified since this signature was applied.
Signer’s identity is valid.
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Signature is LTV enabled.

Signatures X

[i=]+ validate Al

A Rev.Lisignedby ——

Signature is valid:

Source of Trust obtained from the Windows trusted certificate store.
Document has not been modified since this signature was applied
Signer's identity is valid
Signing time is from the clock on the signer's computer.

Signature is LTV enabled
o Signature Details
Certificate Details...
Last Checked: 2016.07.12 11:09:59 -06'00'

Field: Signaturel on page 1

Click to view this version

Verifying documents signed before September 2016

Note: This section only applies to documents signed before September 2016.

If the error says “Signature is valid, but revocation of the signer’s identity could not be checked”, first ensure
that you have an Internet connection, and then follow the steps to check the certificate expiration date.

& At least one signature has problems. a Signature Panel

Although this message is received, the signature attached to the document may still be valid for the purpose of
authentication and authorization but should be verified. To eliminate this warning and allow the certificate to
validate, the following configuration should be done in Adobe Acrobat:

1. Open the signature panel by clicking on the “Signature Panel” button.

2. Expand the signature properties in the signature panel and click on “Certificate Details...” under the

“Signature Details” section.
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[:_\& Rew. 1: Signed by Consumer Goods - Hong Kong

Signature validity is unknown:
Document has not been modified since this signature

Signer's identity is unknown because it has not been i

Signing time is from the cloc € 5igner's compu
E Signature Details

Certificate Details..,
Last Checked: 2016.06.29 10:57:08 -06'00'
Field: Signaturel (invisible signature)

Click to view this version

3. With the signature properties open, select the “CoSign Certificate Authority by ARX” certificate in the
chain on the left. Once selected you will see the properties of this certificate appear on the right. If you
do not see “CoSign Certificate Authority by ARX” and the document was signed prior to September
2016, the document is forged, invalid, or the wrong certificate has been selected. Here are examples
of proper Intertek certificates.

Do NOT continue these steps if the certificate does not say “CoSign Certificate Authority by ARX”. If
the certificate does not say “CoSign Certificate Authority by ARX” or “Intertek Document Signing
Authority”, then the document is not a valid signed Intertek document.

Certificate Viewer >

This dia& allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

[[1Show all certification paths f

H€0§Igﬂ5EﬁiﬁEM.EMhd Summary Details Revocation Trust  Policies Legal Notice
Consumer Goods - H

|;L CoSign Certificate Autharity by ARX
ARK (Algorithmic Research)

Issued by:  UTM-USERFirst-Client Authentication and Email
The USERTRUST Metwork

Valid from:  2006/04/27 18:00:00 -06'00"

Valid to:  2020,/05/30 04:42:32 -06'00"

4. Click on the “Details” tab and locate the detail for “Serial Number”. Confirm that the serial number on
the certificate is: 4E FABB 32 A3 0D 00 A4 EB DC 1303 CO3C5CBB
Do NOT continue these steps if the serial number is NOT “4E FA BB 32 A3 0D 00 A4 EB DC 13 03 C0 3C
5C BB”.
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Summary | Details |Revocation | Trust | Policies | Legal Motice

Certificate data:

Name Walue i
= Version 3 B
= Signature algorit. SHALRSA i
F= Subject cn=CaoSign Certificate Authority by AR.. |
=l Issuer cn=UTN-USERFirst-Client Authenticati...

4E FABE 32 A3 0D 00 A4 EB DC 13 03..

Serial number

= Validity starts 2000/04/27 18:00:00 -08'00"
= Validity ends 2020405430 04:48:38 -06'00" -
< | 1 | »

4E FA BB 32 43 0D 00 A4 EB DC 13 03 CO 3C 5C BB

5. If both the name and serial number of the certificate match as described above, click on the “Trust” tab
and then click the “Add to Trusted Certificates” button to add the root certificate to your trusted
certificate store.

Certificate Viewer X

This dialog allows you to view the details of a certificate and its entire issuanc in. The details correspond to
the selected entry.

[ Show all certification paths found

= CoSignCer‘tificateAutho/\\s Surnmary Details Revocation Trust  Policies Legal Notice
Consumer Goods—H

This certificate is not trusted.

Trust Settings

#  Sign documents or data
#®  Certify documents

#  Execute dynamic content that is embedded in a certified
document

#  Execute high privilege JavaScripts that are embedded in a
certified document

#  Perform privileged system operations (networking, printing,
file access, etc.)

| Addto Trusted Certificates.. |

6. After clicking to add the certificate you will be prompted with a warning. If you have properly validated
that the certificate that you are importing is “CoSign Certificate Authority by ARX”, please click “OK” to
add it to your trusted certificates store.
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Acrobat Security X
. Ifyou change the trust settings, you will need to revalidate any signatures to see the
._f'_li change.

Trusting certificates directly from a document is usually unwise. Are you sure you
want to do this? u[,\\,

oK Cancel

7. Confirm that the box is checked for “Use this certificate as a trusted root”, and the details outlined in
green to make sure that you are importing the proper certificate. If the details match with what is
displayed below, click “OK” to finish the process.

Import Contact Settings *

CEriitare Deraiis

Subject: CoSign Certificate Authority by ARX
Issuer:  UTMN-USERFirst-Client Authentication and Email

Usage: Sign Certificate (CA), Sign CRL

Expiration:  05/30/20 10:48:38

Trust

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor.

Use this certificate as a trusted root

If signature validation succeeds, trust this certificate for:
Signed documents or data
[ Certified documents
Dynamic content
Embedded high privilege JavaScript

Privileged system operations (networking, printing, file access,

etc.) L\\,

8. Re-open the document and you should find that the signature comes up as valid. All other Intertek-
signed documents should appear as valid now as well.

‘ é& Sig_m:d and all Signatumafe valid, _ ‘
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Viewing Certificate Details

Once you have checked that the signature is valid, you should also ensure that the certificate information
appears like the information below. An Intertek representative may provide different specifics depending on
the region or the type of business.

To get to the certificate details:

1) Open the signature panel by clicking on the “Signature Panel” button

2) Expand the signature properties in the signature panel and click on “Certificate Details...” under the
“Signature Details” section

Signatures 4
El ~ Validate All

= Q Certified by Intertek eSignature Product Team

Only form fill-in, signing and page adding actions are allowed

Valid certified document:

Source of Trust obtained from Adobe Approved Trust List (AATL).
Document has not been modified since it was certified
Signer's identity is valid
Signing time is from the clock on the signer's computer.
Signature is LTV enabled

£ Signature Details

Last Checked: 2016.0

1 10:51:24 -06'00"

Field: Signature] (invisible signature)

Valid Intertek Signing Certificates

The signing certificate is only a valid Intertek certificate if the root certificate details match what is below and
indicate that they are signed by Intertek in the signer’s certificate. The root certificate is the certificate in the
chain at the top of the certificate chain and the signer’s certificate is the last one in the chain. Either can be
selected by clicking on it after you have the certificate details open.
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Intertek Group PLC
, =l

Root Certificate

Intended usage:

QuoVadis Belgium Issuing CA G|  Summary Details Revocation Trust  Palicies Legal Notice

QuoVadis Belgium Issuing CA G2

QuoVadis Trustlink BVBA

2d by: QuoVadis Enterprise Trust CA1G3
Signer Certificate
QuoVadis Limited
Valid from:  2020/01/28 13:03:33 -06'00'
Validto:  2030/01/27 13:03:33 -06'00°

Sign CRL, Sign Certificate (CA), Client
Authentication, Email Protection, Document
Signing

Below are the details of the valid Intertek root certificates:

If the document was signed after September 2016, the root certificate will indicate one of the below

certificate authorities as the issuer:
Symantec Document Signing RSA Root CA, issued by Symantec Corporation

GlobalSign CA for AATL - SHA256 - G2, issued by GlobalSign nv-sa
QuoVadis Belgium Issuing CA G2, issued by QuoVadis Trustlink BVBA
You can find this information through the following steps:

1) Select the root certificate.

2) Click the “Details” tab.

3) Click the “Subject” field.

4) Review the details in the lower section.

This dialog allows you to view the details of a certificate and its entire issuance chain. The details

correspond to the selected entry.

Show all certification paths found

QuaVadis Belgium Issuing CA G.\ amary Details
Intertek Group PLC .
Certificate data:

- 7;tion Trust  Policies Legal Matice

MName
Version

itl) il

Subject
Issuer

Signature algorit. SHA256 RSA

Value
5

cn=0uoVadis Belgium Issuing CA G...
cn=QuoVadis Enterprise Trust CA1 ..
mber 1CDFD90B4F72719860E3 01 (7.

1 L) & )

Serial nu

Validity starts 2020/01/28 13:03:33 -06'00'

Walidity ends 2030/01/27 13:03:33 -06'00'

Key usage Sign CRL, Sign Certificate (CA) o

it el o2l o = FeweTh,

cn=QuoVadis Belgium Issuing CA G2
0=QuoVadis Trustlink BVBA

254 97=NTRBE-0537698318

=BE

Provided by Intertek Group IT



N

The signer’s certificate will indicate the organization of “Intertek Group plc”
You can find this information through the following steps:

1) Select the signer’s certificate.

2) Click the “Details” tab.

3) Click the “Subject” field.

4) Review the “o0=" data in the lower section.

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

Show all certification paths found

QuoVadis Belgium lssuing €AG]  Suymmary Details £ ftion Trust Policies Legal Notice
Intertek Group PLC & .
- Certificate data:

Name Value ~
B2 Version 3
&= Signature algorit. SHA256 RSA
= Subject cn=Intertek Group PLC, o=Intertek ..
ol 2 Issuer cn=QuoVadis Belgium Issuing CA G...
[E=2 Serial number 773D 4B A3 55 74 05 EA 87 8ESE O..
= Velidity starts 2023/09/01 01:29:09 -06'00'
= validity ends 2026/07/23 17:45-00 -06'00'
TimeStamp <see details>
= TR 15 TR, oy ey Y
‘rh—ini‘nﬁnl{ Ernn:\ DI
]oz!ntertek Group PLC
2549 /=NIRUD-U420/576
ou=Group IT
=GB
< >
@ The selected certificate path is valid.
The path validation and revocation checks were done as of the secure gmesiamp) time:
2023/10/16 12:13:25 -06'00'
Validation Model: Shell
OK

If the document was signed before September 2016, the root certificate will have the following details:

Company: CoSign Certificate Authority by ARX | ARX (Algorithmic Research)
Issued by: UTN-USERFirst-Client Authentication and Email
Serial Number: 4E FA BB 32 A3 0D 00 A4 EB DC 13 03 CO3C5CBB

Provided by Intertek Group IT
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CoSign Certificate Authol
Travis Dieringer <travis.d

Summary Details Revocation Trust  Policies Legal Notice

I'_l CoSign Certificate Authority by ARX
ARX (Algorithmic Research)

|ssued by:  UTMN-USERFirst-Client Authentication and Email

The USERTRUST Metwork

Valid from:  2006/04/27 18:00:00 -0g'00¢
Valid to:  2020/05/30 04:42:38 -06'00

Intended usage:  [Sign CRL, Sign Certificate (CA)

Summar}!Revocation Trust  Policies Legal Motice

Certificate data:

ravis lE[anEI’ “travis.d

MName Value Lo
= Version 3
= Signature algort.. SHATRSA
=l Subject cn=CoSign Certificate Authority by AR...
| = lssuer cn=UTN-USERFirst-Client icat
I =l Serial number 4EFABB32A30DDDA4EBEDCI1303C.. I
"B Validity starts "2006/04/27 18:00:00 -06 00
= Validity ends 2020/05/30 04:48:38 -06'00" -
I 4EFABB32A30D 00 A4EBDC 1303 CO3C5CEBB I

Checking the expiration date of a certificate

Signed documents do not expire even when the signing certificate does. This is because the authorization to
sign is embedded at the time of signing, embedding Long Term Validation (LTV) methods into the document. To
check the expiration date of a certificate:

1. Open the certificate details as described in the Certificate Details section.
2. Check the “Valid to” section of the certificate details to see the expiration date.

[_L Consumer Goods — Hong Kong
Y
Intertek Group plc
Issued by:  Cobign Certificate Authority by ARK

ARX (Algorithmic Research) L\)

Valid frorn: ~ 2011/12/04 18:00:00 -08'00"

Valid to:  2012/12/04 17:39:39 -06'00'

Intended usage: | Digital Signature, Non-Repudiation, Encrypt Keys, a
Encrypt Decument, Email Protection, Client
Authentication ¥

Provided by Intertek Group IT 12



N

COMMON ISSUES

When validating documents that are Intertek-signed, it is important that you see the following message
ensuring that the document is an authentic Intertek document that is unmodified.

‘ % Signed and all signatures are valid.

-OR-
‘ ’g Certified by , Intertek Group plc, certificate issued by Intertek Document Signing Authority.
-OR-

Q Certified by Intertek Group PLC, certificate issued by QuoVadis Belgium Issuing CA G2.

If your document does not show as valid after going through the verification steps listed in this document, you
can refer to this list of common issues to try to resolve the problem.

Alert: This file claims compliance with the PDF/A standard and has been opened
read-only to prevent modificationb

If your document was signed before September 2016, it may show a yellow exclamation mark with the text “At
least one signature has problems.” If you see this message, please use the steps for Verifying Documents
Signed Before September 2016.

@ This file claims compliance with the PDF/A standard and has been opened read-only to prevent modification. Enable Editing

Error: At least one signature has problems (documents signed before September
2016)

If your document was signed before September 2016, it may show a yellow exclamation mark with the text “At

least one signature has problems.” If you see this message, please use the steps for Verifying Documents
Signed Before September 2016.

é At least ane signature has problems. ék Signature Panel

Error: Signed and all signatures are valid, but with unsigned changes after the last
signature

If you see this message, you can easily see what changes have been made to the document since signing.

1. Open the signature panel by clicking on the “Signature Panel” button
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2. Inthe signature panel, look at the list of items under the “Annotations Created” section to see what
changes have been made.

o Annobation Created.pdl - Adobe Reader
B ik Y peoineny oo windev] Hee

SRR T I e

E’j Sianed and f signabures are vald, but vwikth unsigned changes affer the last signature,

L‘ Sigratures
o *

i wew. 1: Signed by UG HEG L Signature
Shgriature |& valid; Test Ver
Thits rervensoi of the document has ot been o
Thare hays been subsaquent changes b the

O thie banis of ths elerancod iest mp

Sighier's idantity & valid comply with thie mebevand harmoniced §
i Lime e TREL1E were carmied oul.
Lagnature dateftire e From tha clock an b Tho manitactirer may indicate compll
= Signature Datalls applying he CEanarking o products i
3 wshall file and kesp the decumentation
Reason: To verify Ehe authenticty of bis doc iy of the standarce) It
Certificate Dotails. .. additional directives or iocal s,
Last Checked: 2005 11,28 15: 3000 +08'00°
Fiald: Signaryral on page | Applicant Name & Addimes

Sl bo ey this vorsion

= | Annobations Created
SEaD SRNOL O page |
FreeText annok on page &

Productis) Tasiod

Ratings and principal
sharsetaristies

Mocdal{x)

Error: At least one signature is invalid

% &k least one signature is invalid,

If you see this error message, it could be the result of several issues:

1. The document that you are viewing is a forged or unauthentic Intertek document. Please check the
steps as to what to do if the eSignature validation fails.

2. The document has been modified with more than simple annotations. Documents in this state have
been invalidated because the content has been modified since signing. This includes page adds,
deletes, and text changes. Please check the steps as to what to do if the eSignature validation fails.
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\% At least one signature is insalid.

Signatures

oy Yalidate Al
=l %% Rev. 1: Signed by CG HKG E Signature

Signature is invalid:

Document has been altered or corrupted sing

Signet's identity is walid

On!

Signature datejtime are from the clock on thd con

= Signature Details EI!::

Reason: To verify the authenticity of tis doc app

Certificate Details. .. sha

con

Last Checked: 2009,11,25 15:39%:25 +05'00" add
Field: Signaturel on page 1

: 5 : : ~

# 1. Annotations Created Pro

Rat

cha

Error: Signature is not LTV enabled and will expire after XXXX/XX/XX (Windows
XP/2003)

On Windows XP and Windows 2003, the Adobe Acrobat client does not have a core checking component
turned on by default to validate LTV-enabled signatures (Long-Term Validation). When this component is not
enabled, documents that have been signed will not show as LTV-enabled and will indicate that the signature
will expire on the date of the signer’s certificate.

= '%55 Rev. 1: Signed by
Sighature is valid;
Docurment hias not been modified since this signature was applied
Signed by the current user
Signing time is from the clock on the s_ig_rﬁr's computer,
I Signature is not LTY enabled and will expire after 2017/03/10 15:19:27 -06'00' I

This error message is misleading, as the documents will continue to be valid past the date displayed. To fix this
error, please enable the proper certificate verification by doing the following:

1. In Adobe Acrobat, click on the “Edit” menu and then click on “Preferences”.
2. Inthe left-hand pane, click on “Signatures”.
3. Click on the “More” button under the “Verification” section.
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Preferences

Categaries:

- Digital Signaturas
Commenting
Docurments Creation & Appearance
Full Screen
Genera « Control options for signature creation o
Page Display « Set the appearance of signatures within a document

30 & Multimedia

| Accessihility

| adobe Online Services
Email Accounts

Farms

Identity

Internet Identities & Trusted Certificates
JavaScript
Language « Create and manage identities for signing More. ..
Measuring (20 » Manage credentials used to trust documents
Measuring {30
Measuring (Geo)
Multimedia (legacy) Document Timestamnping

Multimedia Trust (legacy)
Reading « Configure timestarnp server settings Mare...

werification

« Control how and when signatures are verified Mare,..

Reviewing
Search
Security

ccuity (Enbancad ]

| Tracker |

4. Check the box for “Require certificate revocation checking to succeed whenever possible during
signature verification”.

Sipnature Yerification Preferences

[#]*erify signatures when the document is opened
[(I¥when docurnent has valid but untrusted signatures, prompt to review and trust signers

Werification Behavior
wihen Yerifying:

) Use the document-specified method; prompt if unavailable

(D Usa the document-specified methad; if unavailable, use default method

O Shways use the default methaod:

[VIRequire certificate revocation checking to succeed whenever possible during signature verification;

[ 1Tanare document validation information

5. Close Acrobat and re-open the document to see the updated verification.

Resetting Adobe Acrobat or Acrobat Reader settings

If you need to reset all settings within Adobe Acrobat or Acrobat Reader, the settings are per-user (individual
for each user who logs in). To reset a user’s settings:

Log in as the user
Close Adobe Acrobat or Acrobat Reader
Open the registry by using “regedit.exe”

PwN e

Delete the following keys:

HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader
HKEY_CURRENT_USER\Software\Adobe\Adobe Acrobat
5. Open Adobe Acrobat or Acrobat Reader
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